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Classification PUBLIC

Meeting March 12, 2007

Monitoring Report:

Agenda ltem oot Protection

Recommended Motion:

THAT the Board find that all provisions of the Asset Protection Executive Limitations policy
have been complied with.

ASSET PROTECTION

I hereby submit my monitoring report on your Executive Limitations Policy, “Asset Protection”
according to the schedule set out. 1 certify that the information contained in this report is true.

Signed: Date:
Chief of Police

BROADEST POLICY PROVISION:

The Chief of Police will not cause or allow Durham Regional Police Service assets to be
unprotected, inadequately maintained or unnecessarily risked.

Interpretation of the Chief of Police:

It is my interpretation that the Board has comprehensively interpreted this policy in its subsequent
policy provisions. My interpretations will be attached to those provisions below.

Further, without limiting the scope of the foregoing by the enumeration, the Chief of Police will
not:
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Policy Provision #1

“1. Unnecessarily expose the organization, its members, the Board or the Regional
Municipality of Durham to claims of liability.

Interpretation of the Chief of Police:

Policing involves activity by our members in which they place themselves in danger as well as our
tangible and intangible assets at risk of loss or damage.

Claims of liability means lawsuits launched by parties who allege that they have been damaged by the
actions of our members in the course of their duties.

I interpret unnecessary exposure to such claims to occur when our members knowingly take actions
or allow conditions will likely result in a claim.

I will take all reasonable steps to ensure that the Service is managed and controlled with an attitude,
systems and procedures which avoid these outcomes. Further, in view of the fact that some claims
will succeed even if all actions are proper, | will ensure that the insurance arrangements put in place
by the Region of Durham provide an adequate level of protection against claims which are made.

Data in Support:

According to the inspection carried out by the Policing Services Division in 2004 the Service is in
compliance with the Adequacy Regulations of the Police Services Act, many of which deal with
procedures to manage risks to the service, its staff and the citizen’s it serves.

In 2006 eight (8) incidents involving our members were reported to the Special Investigations Unit
with the following results:

The S.1.U. invoked their mandate on six (6) occasions

The officer’s actions were justified in every investigation, and reflective of both training and directive
compliance. No charges were laid in any of those six (6) investigations

Section 11 Administrative reviews were conducted by our Service in all six (6) S.1.U. investigations.

In May of 2005, the Risk Management Committee was entrenched into the 2004-2007 Business Plan
(Global Ends, Objective A7 “To develop effective strategies that will minimize risk to our members,
our service, and the community” for the Police Service). The Committee includes participants from
our Quality Assurance Unit (policies and procedures), Professional Standards Unit (police discipline),
Legal Services Unit (civil claims), Police Learning Centre (training), Duty Inspectors’ Office (front-
line operations), Director of Business Services (asset protection and financial procedures), Inspector
of Major Crime (SIU liaison officer). The Committee is now chaired by the Deputy Chief of
Operational Support.

The Committee is responsible for reviewing claims and complaints received by the police Service for
the purpose of identifying trends that may impact upon training and police policies. The Committee
reviews operational projects and administrative practices and makes recommendations to senior
management with respect to the benefits of each project and the apparent risks associated with the
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project. The Committee also ensures that the recommendations are reviewed and tracked until
completion.

The Risk Management Committee has delivered the following Initiatives:

e Inresponse to civil actions, and pending Human Rights legislative amendments (Bill 107)-
The Police Learning Centre developed an online E-Learning module that incorporated training
regarding “Respectful Workplaces” “Discrimination and Harassment in the workplace”, and
dealing with Transgendered, Transsexual clients.

e Provided E parade training & clarification of officer practices in relation to Liquor License
Act enforcement- particularly arrest and authorities to enter premises.

e Recognized the need to collate indicators of “high risk™ officer activities- e.g. Citizen
complaints, motor vehicle collisions, pursuits, civil suits, attendance management in an effort
to identify high risk individuals, platoons, or divisions and provided required mitigation
measures. Management reporting product is in the priority list for consideration by I.T. Joint
Management Team.

e Revision of the investigation and review of incidents involving citizens on/in relation to
D.R.P.S. property (eg- medical incidents/slip and fall). The intent is to be fully prepared in
anticipation of claim, and to remediate any identified risk issue(s) in a timely fashion.

e Establishment of a Collision Review Committee and all associated Directives to ensure
accountability and associated risk management.

In 2006 vehicle accident damage claims were $423,000 compared to $465,000 in 2005, and compared
to $623,000 in 2004. Over the 3 year period there has been a $199,000 reduction in annual accident
damage value representing a 32 % improvement.

The Regional Finance Department's Insurance and Risk Management Division have confirmed that
the Region has an insurance program in place which provides protection for individuals, protection
against liability, and protection of assets, along with additional benefits for claims made against the
organization, its members, the Board or the Regional Municipality of Durham. This program
includes comprehensive policy wordings with high limits of liability. The Region has assured us that
they have developed comprehensive custom solutions that will meet DRPS needs.

Due to the confidential nature of the claims and their disposition the Region’s Risk Manager has
offered to provide a verbal In Camera report to the Board if further details are required on our claims
experience.

Statement of Compliance/Non-Compliance:

I report compliance with this provision.

Policy Provision #2

“2. Fail to protect intellectual property, information and files from loss, damage or
compromise.

317



Public

Interpretation of the Chief of Police:

It is my interpretation of the provision that | am to ensure there are effective systems and controls to
protect intellectual property and information. This includes both intellectual property we license from
others and that which we develop for ourselves.

Data in Support:
The Service is in compliance with the Records Retention By-Law passed by the Board in 2004.
Computerized data is backed up daily onto offsite magnetic storage media.

The IT department regularly checks Service computers to ensure that only properly licensed software
is being used.

IT Security Systems are currently being audited by an independent third party to ensure that the
records are secure from tampering by parties external to the Service.

As part of the CPIC Reference manual developed by the Canadian Police Information Centre all
agencies need to be in compliance with IT security and conduct both an external and internal security
audit every 3 years. The security infrastructure audit involves the following:

External Penetration Testing is the process of assessing our DRPS network for external vulnerabilities
and if any penetration is found, subsequently performing a controlled attack to verify the results.

The Infrastructure security audit looks at our documentation and records on our configured devices
such as firewalls, routers, switches, etc. Thoroughness and organization of the network
documentation is reviewed during the assessment. The greater security concern associated with
sensitive documentation is the proper encryption of the data while at rest (storage) and while in transit
(over the network). The assessment reviews the following:

* Thoroughness of network documentation including network diagrams

» Storage location of documentation

* Encryption of documentation at the disk and network levels

Therefore, | report compliance with this provision.

Policy Provision # 3

“3. Receive, process or disburse funds and found or seized property under controls that are

inconsistent with sections 132, 133 and 134 of the Police Services Act, or insufficient to
meet the standards of the auditor appointed by the Regional Municipality of Durham.
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Interpretation of the Chief of Police:

It is my interpretation of this provision that | am to ensure that appropriate directives and procedures
are in place to meet the above standards and that they are being complied with. The directive
covering these procedures is in place and is called AO-04-001 Seized and Found Property.

Data in Support:

The Quality Assurance Unit carries out an annual audit of these procedures described under Directive
AO0-04-001. An Audit Report was tendered to me in December, 2006. | have reviewed this audit and
it indicated that the Service is in compliance with the relevant directives and that recommendations
for improvement identified in the 2005 audit have been properly implemented.

Therefore, | report compliance with this provision.

Policy Provision # 4

“4, Fail to ensure that all monies that accrue from the local sale of unclaimed goods are
promptly transferred to the Board’s control.

Interpretation of the Chief of Police:

The Property unit which arranges these public auction sales with an independent auctioneer is to keep
proper records and remit all funds received to the Board. The funds are remitted by the Property
Sergeant to the Board’s Administrative Assistant who deposits the funds into the Board’s bank
account.

Data in Support:

The Region of Durham’s external auditor (Deloitte and Touche) carries out an audit on this account
activity and forwards it directly to the Board.

Statement of Compliance/Non-Compliance:

I report compliance with this provision.

Policy Provision # 5

“b. Compromise the independence of the Board’s audit or other external monitoring or

advice. Engaging parties already chosen by the Board as consultants or advisers is
unacceptable.
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Interpretation of the Chief of Police:

It is my interpretation of this provision that | will not engage parties who are under contract to the
Board where a conflict of interest may exist or where it may compromise the independence of the
Board’s audit or other external monitoring.

Data in Support:

I have been provided a list of these parties by the Executive Director of the Board. | confirm that the
Service has not taken any actions with these parties which would compromise the independence of
these parties as it relates to providing advice or monitoring to the Board.

The list of parties is as follows: Deloitte and Touche Chartered Accountants, Hicks Morley Barristers
and Solicitors, Perley Robinson Barristers and Solicitors, Employers Choice Consultants and Mr.
Fred Kaustinen.

Therefore, | report compliance with this provision.

Policy Provision # 6

“6. Endanger the organization’s public image, credibility or its ability to accomplish Ends.
Interpretation of the Chief of Police:

It is my interpretation of this provision that the Service will not perform any action that impacts
negatively on the public image or credibility of the police Service. The Service will not perform any
function that is contrary to the achievement of the Board’s Ends.

Data in Support:

The organization's image and credibility remains high. The Corporate Communications Unit
measures newspaper coverage as it has a major influence on public perception of the police service.
Of the 994 newspaper articles/editorials clipped in 2006, 894 were considered balanced, 92 were
positive and only eight were negative. This means that less than 1 per cent of all newspaper coverage

iS negative.

Also, past public opinion surveys indicate the citizens have a high regard for the quality of police
service they receive.

Therefore, | report compliance with this provision.

7. Change the organization’s name or substantially alter its identity in the community.
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Interpretation of the Chief of Police:

It is my interpretation of this provision that there will be no change in the name of the Service or in
the role that the Service plays within the community.

Data in Support:

I have neither directed nor allowed any changes in the organization’s name or identity.
Statement of Compliance/Non-Compliance:

Therefore, | report compliance with this provision.

Based on the above proof provided, I report overall compliance with the policy.
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